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NC E-Procurement works best in specific Internet browsing applications supported by the Ariba Buyer
software. As well, there are certain browser settings that must be enabled in order for all pieces of NC E-
Procurement to function correctly. This process guide will cover the supported browsers and settings.

|. Supported Browsers

The recommended web browser for accessing and using NC E-Procurement is Internet Explorer 7 or
greater. Additionally, the Ariba Buyer software utilized by NC E-Procurement specifically supports the
following Internet browsers:

1. Internet Explorer versions 7 through 8
2. Mozilla Firefox versions 3 through 6
3. Safari versions 3.2 through 4.0

Note: If you do not have one of the above Internet browsers, you may experience reduced functionality
when working in NC E-Procurement. Please consult your local IT support to obtain one of the above
browsers. If entity policies require use of Internet Explorer version 9 or above, it may be helpful to utilize
the browser’s ‘Compatibility View’ setting. Please see further guidance at the conclusion of this
document for instructions on how to update this setting.

Note: Adobe Flash Player 7 or above must also be installed.

[I. Internet Browser Settings

There are certain Internet browser settings that must also be enabled to allow NC E-Procurement to
function properly. Please ensure that the following settings have been enabled.

Note: Before updating browser settings, please work with your local IT department to confirm entity
standards. Some settings may require administrator privileges to change, and IT support may be
required.

Note: The below instructions cover Internet Explorer, which is the preferred browser for using NC E-

Procurement. However, similar settings exist for other browsers. Please consult with local IT support if
unable to find the specific settings noted.
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1. From an Internet Explorer Page, click ‘“Tools’ and select ‘Internet Options.’

1
@ B hitps://buy: nj j&' %,
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File Edit View Favorites( Tools 1 Help File >
DS Zoom 3
NCE-Prncuremenl ARIB A* = "
@yaur service
Add site to Start menu
View downloads Ctrl+]

Manage add-ons

NCID User ID: Access the ‘Tools’ menu to F12 Developer Tools
I | update the ‘Internet Options’ Go to pinned sites
Password: Compatibility View settings

| | _ jeportarahsite_prsblems
\

== ,\ | I_nternet optio_ns_ o
Gotos About Internet Explorer
|Home V| “I " UYUTrUITIIUTIC”
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.
Loge @Yyour service

NC E-Procurement System
(NCEP) will be using North
Carolina Identity
Management Service
(NCID) - a standard
identity and access
management platform - to
authenticate users’
identities.

To log in, please use your
NCID User ID and NCID The recommended internet browser settings for NC E-Procurement may be found here.
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2. Onthe ‘General’ tab, under ‘Browsing history,’ click the ‘Delete’ button.
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Internet Opticns

Home page View the ‘General’ tab
l/? To create ToME pagE @0s, typE EauTaddress on its own line,
i
A http://www.google.com/ -
[ LIse current ] [ Lse default ] [ Lse blank
Browsing history
T Delete temporary files, history, cockies, saved passwords,
v and web form information.
[ Delete browsing history onexit - - - _ _
e S~ .
‘\ Delete ] [ [ Settings ]
Search —== ===
p Change search defaults.
Tabs
] | Change how webpages are displayed in
i
Appearance
[ Colors ] [ Languages ] [ Fonts ] [ Accessibility ]

I| General Security | Privacy | Content | Connections | Programs | Aduan::edl

| ok || cancel || apoly
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3. The ‘Delete Browsing History’ window opens. Check the ‘Temporary Internet files’ and

‘Cookies’ boxes, along with the boxes beside any other category that needs to be deleted. Click
the ‘Delete’ button.

-

Delete Browsing History | 23 |

Preserve Favorites website data

Keep cookies and temparary Internet files that enable your favorite
websites to retain preferences and display faster.

-

Va N
| [V/] Temporary Internet files
“~- “Copies of webpages, images, and media that are saved for faster
_ - wiewing.
4 N
[ Cookies
*< — Files stored on your computer by websites to save preferences
such as login information,
[ History
List of websites you have visited.

[ pownload History
List of files you have downloaded.

[] Form data
Saved information that you have typed into forms,

[] Passwords
Saved passwords that are automatically filled in when you sign in
to a website you've previously visited.,

[ ] ActiveX Filtering and Tracking Protection data

A list of websites exduded from filtering, and data used by Tracking
Protection to detect where websites might be automatically sharing
details about your visit,

- -

7 Sy
About deleting browsing I'|i5t|:||'~,“ Delete ] L' Cancel

R
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4. Go back to the ‘General’ tab and under ‘Browsing history,’ click the ‘Settings’ button. Confirm
the radio button of ‘Every time | visit the webpage’ is selected and click ‘OK.’
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Temporary Internet Files and History Settings ﬁ

Temporary Internet Files

Internet Explorer stores copies of webpages, images, and media
for faster viewing later,

Cheds for newer-versiens-of stared _pages

Q i@ E'uery time I visit the webpage: _ )

~ -

-__ T,

& &ummahcally
(71 Newer

Disk space to use (5-1024ME) 50
(Recommended: 50-250ME)

Current location:

C:\WUsers\matthew.a. wood\AppData\Local\Microsoft\Windows Ter
Internet Files,

[ Move folder... ][ View ohjects ][ View files ]

History

Spedfy how many days Internet Explorer should save the list
of websites you have visited.

Days to keep pages in history: 0 =
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5. Go to the ‘Security’ tab and confirm that ‘Internet’ is selected.

6. Click the ‘Custom level...’ button.

e
General | Semfiwontent | Connections | Programs | Advanced | |

View the ‘Security’ tab
Select a zone to view ar Char'lg SCCOTTLY ST COTTgS:

@ & v O

Internet Local intranet  Trusted sites  Restricted
\ sites
Internet Confirm ‘Internet’ is selected

25
a This zore is for Internet websites, =

except those listed in trusted and
restricted zones.

Security level for this zone

Some settings may

need to be changed b 3
local IT support 9 y b settings, dick Custom level,

mmended settings, dick Default level,

Enable Yrotected Mu:u:lg {reguires Testarting Internet Explorer)

(:J Custom level... ”:‘ Default level ]

-
S~ -

[ Reset all zones to default level ]

@ Some settings are managed by your system administrator,

[ QK ] [ Cancel Apply
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7. Set each option as suggested:

a. Under ‘ActiveX Controls and Plug-ins’:
i. Disable "Allow previously unused ActiveX Controls to run without prompt”
ii. Disable "Allow Scriptlets"
iii. Enable "Automatic Prompting for ActiveX Controls"
iv. Enable "Display video and animation on a webpage that does not use external

media player"

v. Enable "Binary and Script Behaviors"

vi. Choose Prompt for "Download Signed ActiveX Controls"

vii. Disable "Download unsigned ActiveX Controls"

viii. Disable "Initialize and Script ActiveX Controls not marked as safe for scripting"
ix. Enable "Run ActiveX Controls and Plug-ins"
X. Enable "Script ActiveX Controls marked as safe for scripting”

b. Scroll down under ‘Downloads’:
i. Enable "Automatic Prompting for file downloads"

ii. Enable "File Download"

iii. Enable "Font Download"

c. Scroll down under ‘Scripting’:

i. Enable "Active Scripting"
ii. Choose Prompt for "Allow programmatic Clipboard access”
iii. Disable "Allow status bar updates via script”
iv. Enable "Allow Website to prompt for information using scripted windows"

v. Disable “Enable XSS Filter”

vi. Enable "Scripting for Java Applets"

8. Click ‘OK.’ If the system asks if you are sure that you want to change the settings for the zone,

Scroll to view all
settings noted

click “Yes.’
Security Settings - ]niemeTZ_ lﬂ
p—
Settings
@) Prompt
ActiveX controls and plug-ins
¥ albsw previously unused ActiveX, controls to run without prompt
; @ Ljsable
I () Enable
,’i. Allow é‘a'ipﬁets
| @ Disgble
I (0) Enable
'O Prohpt
¥ Aub:ma}jc prompting for ActiveX controls
I () Disable
| @ Endble
\#| Binary ﬁnd script behaviors
\ () Agministrator approved
= above
‘\ () Disable
@ _Ernahla
q Var m
*Takes effect after you restart Internet Explarer
Reset custom settings
Resetto: | Madium-high (default)
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9. Go tothe ‘Privacy’ tab and click the ‘Advanced’ button.
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I| | General | Security | Privacy |Cor1ter1t | Connections | Programs | Aduan::edl

Settings
!: Select a setting Fcrw zone.

View the ‘Privacy’ tab
Medium

- Blocks third-party cookies that do not have a compact

privacy palicy

- Blocks third-party cookies that save information that can
- be used to contact you without your explicit consent

- Restricts first-party cookies that save information that

can be used to contact you without your implicit consent

- -
-

Ve \
[ Sites ] [ Import (J I Advanced I | Default
~ N e 4
Pop-up Blocker ——————————— =T
Prevent most pop-up windows from
appearing.
Turn on Pop-up Blocker
InPrivate

',/-[13 [ Do not collect data for use by InPrivate Filtering

Disable toolbars and extensions when InPrivate Browsin
starts :

O ] [ Cancel Apply
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10. Check the ‘Override automatic cookie handling’ box and ensure that the ‘Accept’ radio button
is selected for ‘Third-party cookies.’

11. Uncheck the ‘Override automatic cookie handling’ box and Click ‘OK.’
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Advanced Privacy

You can choosd - )
zome. This overd  Uncheck this box after setting

‘Third-party cookies’ to ‘Accept’

First-party Cookies
@ Accept

(2 Block

(2 Prompt

—————

[] Always allow session cookies

_—————
- ~

S~ p——

Internet Options

| General | Security | Privacy |Cor1tent I Connections | Programs I Ad\rancedl

Settings
g_ To set a standard privacy level instead of using custom

-‘ settings, dick the Default button.
Custom

- Advanced or imported settings

[ Sites ] [ Import ] [ Advanced ] [ Default ]

Pop-up Blocker

@ Prevent most pop-up windows from

appearing.

Turn on Pop-up Blocker

InPrivate

-(r } [¥]Da not collect data for use by InPrivate Filtering

Disable toolbars and extensions when InPrivate Browsin
starts °

-—— -

(
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[ll. Compatibility View Settings

Because NC E-Procurement works best in Internet Explorer versions 7 through 8, it is recommended to
utilize the browser’s ‘Compatibility View’ setting when using newer versions of Internet Explorer so that
NC E-Procurement will function as intended. This setting may be updated as follows:

1. Access NC E-Procurement via https://buyer.ncgov.com/Buyer/Main/

2. Click the ‘Tools’ icon or menu option and select ‘Compatibility View Settings.’

— —— — :.IEIH
- ——

@ E https://buyer.ncgov.com/Buyer/Main/ad/loginPage/SSOActions?awsso_cc=awsso_ruSt3AaHROcHMBLyid Xl Ici5uY2dvdisib20wv 2 ~ @ & {FGA;LL\ ﬁ,‘
NC E-Procurement @ Your ... ,I— -J . Print 4 [
File Edit View Favorites ( Tools | Help File 4

T~ Zoom 3
NCE-Prncurgment ARIB A* =T "
@your service Add site to Start menu
View downloads Ctrl+)

Manage add-ons

NCID User 1D: Access the ‘Tools’ menu to F12 Developer Tools

[ | update the ‘Internet Options’

Go to pinned sites

Compatibility View settings

Password:
| | LPeportwabsite problems
"n s Ty
v ~ _ Intemet options
Goto: E P About Internet Explorer
[Home v "I rOYuUTrUvIITUTIY
m—

Login

@ your service

NC E-Procurement System
(NCEP) will be using North
Carolina Identity
Management Service
(NCID) - a standard
identity and access
management platform - to
authenticate users’
identities.

To log in, please use your

NCID User ID and NCID
cd ioctaad of tha

The recommended internet browser settings for NC E-Procurement may be found here.
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The web site URL ‘ncgov.com’ should automatically appear in the ‘Add this website:’ free-text
field, but if it doesn’t, type in ‘negov.com’ (without the quotes).

Click ‘Add’ and the web site URL should appear in the ‘Websites you’ve added to
Compatibility View:’ field.

Compatibility View Settings @

5 Change Compatibility View Settings

(A

_______

Add this website: w53 :

hcgov. com) ' Add

Websites you\\e added to Compatibility View: ~ ~T=--==7 i

Confirm ncgov.com
is entered

[V] Display intranet sites in Compatibility View
[ Use Microsoft compatibility lists

Learn more by reading the Internet Explorer privacy statement
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5. Click ‘Close.” The page will refresh, and now the page will be accessed via Compatibility View
each time it is visited in the future.

Compatibility View Settings [

[:}q Change Compatibility View Settings

Add this website:

AAA
AUl

Websites you've added to Compatibility View:

ncgov.com Remove I

Confirm the URL appears in
this box before clicking ‘Close’

[¥| Display intranet sites in Compatibility View
[T ]Use Microsoft compatibility lists

Learn more by reading the Internet Explorer privacy statement

........
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Note: If the Internet Explorer browser option ‘Delete browsing history on exit’ is selected, then the
compatibility view setting will be deleted when the user next closes the browser. To preserve the
compatibility view settings for NC E-Procurement, please follow the below steps:

1. Add https://buyer.ncqgov.com/Buyer/Main/ to your Internet Explorer Favorites list.

Note: NC E-Procurement must be added as a favorite for the below steps to function correctly.

2. Click on the ‘Tools’ icon or menu option and select ‘Internet Options.’

NCID User ID:

Password:

Goto:
|Home V|

Login

NC E-Procurement System
(NCEP) will be using North
Carolina Identity
Management Service
(NCID) - a standard
identity and access
management platform - to
authenticate users’
identities.

To log in, please use your

NCID User ID and NCID
cd ioctaad of sk

Access the ‘Tools’ menu to
update the ‘Internet Options’

e
~

Manage add-ons
F12 Developer Tools
Go to pinned sites

Compatibility View settings

Report website problems
- -~ - ~
Internet options )

~

About Internet Explorer

@ B} hitps://buy: i “_'"5 o3 )
- S
E MNC E-Procurement @ Your ... |_~ | Print 3 [
File Edit Wiew Fa\rorites( Taools ‘| Help File L4
So - Zoom 3
NCE-Prnnurement ARIB A = g
@yaur service
Add site to Start menu
View downloads Ctrl+)

your service

\NCrp i,
@

The recommended internet browser settings for NC E-Procurement may be found here.
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3. Click the ‘Delete...’ button directly under the ‘Delete browsing history on exit’ check box.
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Internet Opticns

[ 2 o]

Home page

General |5E::urit5-' | Privacy | Content | Connections | Programs | Aduan::edl II

l/? To create home page tabs, type each address on its own line.
= |

hitp://eprocurement.nc.gov, -

[

LIse current ] [ Lse default ] [ Lse new tab

Startup

(71 Start with tabs from the last session

@ Start with hor
Tabs

Change how we

Note ‘Delete browsing
history on exit’ has

been selected.

Browsing history

~_-

Appearance

= m——=

~——_———-

Colors ][ Languages H Fonts ][ Accessibility ]

[ Ok J[ Cancel ] Apply
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4. Check the ‘Preserve Favorites website data’ box. Selecting this option will also preserve the
compatibility view settings any time the history or temporary internet files are manually deleted.

Note: At least one other option must also be checked in order to complete the above step. Please
confirm the selected options are correct before proceeding.

5. Click the ‘Delete’ button.

Delete Browsing History

[z

-

~

——— - =
_ - -~

~ Preserve Favorites website data:;

~

~ ~Keep-cookies and temparary Irterfict files that enable your favorite
wehbsites to retain preferences and display faster.

IQ\

1

! ‘Temporary Internet files and website files

I Copies of webpages, images, and media that are saved for faster
yiewing.
1

[ cookies and website data

I'-:iles or databases stored on your computer by websites to save
plreferenl:es or improve website performance.

[ History

List of websites you have visited,

At least one of
these options
must be selected.

O [iuynluad History

Lst of files you have downloaded.
|

1
O fprm data
Saved information that you have typed into forms.
1

0 Hassumrds

$aved passwords that are automatically filed in when you sign in

o @ website you've previously visited.

1

'||:|lfl'racl_{ing Protection, ActiveX Filtering and Do Not Track

\ 1 Alist of websites exduded from filtering, data used by Tracking

‘\ ,! Protection to detect where sites might automatically be sharing details
about your visit, and exceptions to Do Mot Tradk reguests,

About deleting browsing history Delete ‘ [ Cancel

6. Click the ‘OK’ button.

This should now prevent the compatibility view settings from being deleted each time the browser is

closed.
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